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Introduction
In recent years, the security of computer networks, chips, virtual networks and mobile devices has been widely concerned [1] [2] [3] . As an important platform for information exchange, computer network security has attracted much attention. In the security of computer network, Distributed denial of service (DDoS) attack is yet to be settled in a long time. DDoS is a traditional network attack method. It controls a large number of zombie machines sending a large number of invalid network request packets to a target host. It consumes and meaninglessly occupies the resources of the server, causing normal users to be unable to use the normal services provided by the target host [4] . Although the DDoS attack mode is simpler, its destruction power to the network is far more than other network attacks.
Moreover, this traditional attack method in recent years can still cause great damage to the Internet, and the frequency of launch, loss caused, complexity of DDoS, diversity of DDoS and difficulty of defense have increased more than before [5] . In June 2016, an ordinary U.S. jewelry online sales website was flooded with 35,000 HTTP requests (spam requests) per second, making the site unable to provide normal services.
In October, DynDNS, which provides dynamic DNS services in the United States, was subject to large-scale DDoS attacks, resulting in access problems for multiple websites using DynDNS services, including GitHub, Twitter, Airbnb, Reddit, Freshbooks, Heroku, SoundCloud, Spotify, and Shopify. Twitter has even appeared in nearly 24 hours with a zero-visit situation. The reason why DDoS attacks have such a great destructive power is that DDoS uses a large number of zombie machines to launch attacks on a certain target. Each zombie machine has powerful computing capability. Through the massive distributed processing capabilities of zombie machines, it is easy for a server to no longer have the ability to provide services to normal users [6] . On the other hand, DDoS attacks are easy to implement. Unlike other network attacks, DDoS attacks require only a large number of zombie machines and a small amount of network security knowledge to launch an effective attack. This easy-to-grasp network attack method makes the DDoS attack more powerful.
At present, under the traditional network environment, methods for defense against DDoS attacks mainly include attack detection and attack response [7] . DDoS Attack detection is based on Anomaly-based detection is adopted by monitoring systems. By establishing the target system and the user's normal behavior model, the monitoring systems can determine whether the states of the system and the user's activities deviate from the normal profile and can judge whether there is an attack. The attack response is to properly filter or limit the network traffic after the DDoS attack is initiated. The attack traffic to the attack target host is reduced as much as possible to mitigate the influence of the denial of a service attack.
With the rise of cloud computing technologies and software-defined networking (SDN) concepts, DDoS attack detection based on cloud computing environments and softwaredefined networks has received widespread attention [8, 9] . As a new computing model, cloud computing has powerful distributed computing capabilities, massive storage capabilities, and diverse service capabilities [10, 11] . It has become an important means of solving big data problems [12] . Therefore, establishing a cloud platform system is a necessary measure to effectively ensure cloud computing's reliability, stability and security [13] [14] [15] .
In recent years, machine learning has been applied to the field of security [16] . The method of constructing an attack detection model using machine learning has been widely used [17, 18] .
The machine learning method plays an important role in the traditional network environment, the cloud environment and software-defined network architecture. The reason is that the machine learning method can deeply mine the important information hidden behind the data and combine prior knowledge to discriminate and predict new data [19] . Therefore, compared with traditional detection methods, machine learning methods can exhibit better detection accuracy [20] [21] [22] [23] [24] . In the above analysis of defense measures, it can be known that the traditional network environment, cloud environment and software-defined network architecture all involve attack detection for the defense mechanism of DDoS. Therefore, studying the use of machine learning methods to identify DDoS attacks is of great significance.
However, the data generated by the DDoS attack is often burst and diverse, and the background traffic size also has a greater impact on the detection model, thereby reducing the model's detection accuracy. 
Related work
DDoS attacks can cause tremendous damage to a network and often subject the attacked party to great economic losses. This is one of the main ways that hackers initiate cyberattacks.
To reduce the damage of DDoS attacks, researchers have proposed a large number of attack detection methods in recent years.
According to the application scenario, these methods can be divided into three categories: the detection method in the conventional network environment, the detection method in the cloud environment, and the detection method in the software-defined network (SDN) environment. [43] . Except the above detection methods used to ensure the security of the system, some efficient cryptography techniques can be applied to achieve privacy of the system [44] [45] [46] [47] . Therefore, an adaptive DDoS attack detection method is proposed in this paper. Firstly, we design the algorithms to extract five features.
Secondly, through an ensemble learning framework, the five features are used to train two multi-kernel learning models and obtain the adaptive feature weights with gradient method.
Finally, the sliding window mechanism is used to coordinate the two models to improve the detection accuracy.
DDoS attack feature extraction

Analysis of DDoS attack behavior
In the cloud environment, the botnets of 
DDoS attack feature extraction
In the cloud environment, assume that network flow F is as follows: 
In this part (2) is presented as follows: 
, where 5  is the threshold of the amount of port. (4) 
M in formula
The weighted value of all packets in SD classes is defined as follows:
The weighted value of the number of packets of network flow F in unit time T is as follows:
In these equations, 6 6 ,/ () 0, /
, ∆ is sampling time, The HIAD is defined as follows:
In eq. (10), 
By the two-order alternation optimization, the formula (12) 
The Lagrange function of () Jd is as follows: 
The gradient descent method is used to adjust () Jd on d, update d, and optimize the d as well as a alternately. Then, an optimal solution is obtained:
） ; that is, the original objective function eventually turns into (19) . The detailed formulation is as follows: 
The optimal equation obtained using the above equations (22) and (23) 
To further determine whether the optimal equation has achieved good results, this paper sets two constraint conditions for M-SMKL and S-SMKL respectively without conflict with the formula (21) constraint conditions. These constraint conditions is expressed as follows:
The constraint conditions of M-SMKL are as follows:
The constraint conditions of S-SMKL are as follows: According to gradients in equations (27) and (28) identify that the current data category is both normal, the current data category is judged to be normal; (2) if M-SMKL and S-SMKL identify that the current data category is both attack, the current data category is judged to be attack; (3) if M-SMKL identify that the current data category is normal but S-SMKL identify that the current data category is attack, the current data category is judged to be attack; (4) results. Therefore, the sliding window mechanism is adopted to coordinate the two models to detect early DDoS accurately.
Experimental analysis
Experimental Data Sets and Evaluation
Standards
The data set used for this experiment is the CAIDA "DDoS Attack 2007" data set [54] . This The contents of this data set are TCP network traffic packets. Each TCP packet contains the source address, destination address, source port, destination port, packet size, and protocol type.
The duration of normal flow data used in this paper is 2 minutes in total, and the duration of attack data is 5 minutes in total. 
Experimental Results and Analysis
Five features are used to extract feature data from attack data and normal data, and positive as well as negative sample sets are obtained. As illustrated in Figure 5 , the FFV feature is very similar to the ACD, but as illustrated in Figure. 6 and Figure 7 , in the initial stage, the FFV is more capable of reflecting the difference between the attack flow and the normal flow than the ACD is.
As illustrated in Figure 8 , although the MFF feature cannot determine the attack flow and the normal flow as early as possible, it can make the feature values of the attack stage more stable, so that it can avoid the outliers of attack flows. . As illustrated in Figure 9 , it can be seen from the value of the ordinate that the HIAD best reflects the difference between the normal flow and the attack flow while having better stability in the latter half of the attack flow. After the early data, this feature can greatly distinguish between normal flow and abnormal flow, influence the classifier more and make better decisions.
In summary, all five features have their own unique characteristics. To make full use of the characteristics of each feature, the feature values extracted by these five algorithms are each used as a five-dimensional-feature data set. Using these five feature values as training sets, two multiple kernel learning models dominated by gradient ascent and gradient descent are trained into the algorithm, and corresponding five-dimensional feature weight vectors are The experimental data are presented in Table 1,   Table 2, and Table 3 . Figure 18 : The FR contrast diagram of four algorithms for amplifying the normal flow Table 2 : Comparison results of four algorithms for narrowing the attack flow
Conclusion
In this paper, five-dimensional features are We believe that the approach will have great value in the security of cloud computing, cloud robotics [56] , intelligent transportation [57] , IOT and so on.
In the follow-up work, we will further study how to transform the multi-dimensional weight adaptive problem based on multiple kernel learning into a convex optimization problem, and improve the detection rate and convergence speed of the method. 
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